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Personalized Multicloud Incident
services Platform Response Team
managed by | - CSIRT

a Technical |

Account
Manager

24[7/365 Real-tim
continuous reporting
service




© Forensic

O  Evidence collection: We perform

Digital forensic analysis for incident management. Collect, a careful collection FO“OWIﬂg

analyze and determine the causes and impacts of critical Forensic pl’OtOCOlS
incidents that have affected your organization

O Analysis and identification: We
determine the causes of the
Incident and its impact

/

# O Reportand recommendations: We
present Findings and strategies to
avoid similarincidents

OUTSTANDING FEATURES O Regulatory compliance: We
Dreserve evidence fFor audits or
egal processes

Comprehensive analysis:
Complete evaluation of the
causes and impact of the

iIncident Why choose our service?

—_—e -=-=.-. gy Ri id llection: e Accurate identification of causes
" ] ~ o\ IQOrous evi encg CO ec; lon. e Guarantee of operational continuity

« @(\ We guarantee the mtegrlty of e Strengthening the security posture
I ' ‘ i HH 1+ ’ = the evidence e Preservation of evidence
fl
T A Technical and executive

l;l report: Detailed Findings and Contac‘

® suggestions For mitigating
’ Future risks
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Rapid response to critical incidents. Our Emergency
Incident Response service is designed to quickly activate a
multi-disciplinary, FIRST-certified CSIRT team. With urgent
response times (SLA), we guarantee immediate action to
minimize the impact of attacks

IRA Emergency

/

OUTSTANDING FEATURES

Urgent response times
(SLA): Commitment to
immediate action

FIRST certified CSIRT: Team
with extensive experience
In Incident management

Global coverage:
Avalilability regardless of
location or time zone.

PROCESS

Immediate activation:
Request For intervention
within minutes

Initial analysis:
|dentification of the type
of attack and its scope

Containment and
mitigation: Isolation of the
Incident to prevent spread

Resolution and report:
Final report with Findings
and recommendations

Why choose our service?

e Immediate SLA
e On-demand access to experts
e Minimization of financial impact

Contact‘



% IRA Retainer

Continuous protection for your organization. The
Retainer Incident Response service provides 24x7
coverage and immediate availability in the event of
declared incidents, ensuring a continuous response to
critical cyber threats
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OUTSTANDING FEATURES

Proactive monitoring and
analysis: Constant assessment
of the threat environment

Customized plans: Adaptation of
the service to the specific needs
of the organization

Periodic reports: Executive
reports with preventive
recommendations

PROCESS

Initial assessment: Risk
identification and response
planning

Continuous monitoring: 24x7
supervision to detect and
respond to incidents

Immediate intervention:
Activation of the CSIRT team
upon declaration of an incident

Continuous improvement:

Periodic review of incidents
and updating of strategies

ContactN



% Sandbox e

O  Loading of suspicious files: The

Advanced analysis of suspicious files in isolated environments. Detects i Ies are executed in anisolated
and analyzes suspicious files and programs in a controlled and secure environment
environment, identifying advanced threats

O Behavior monitoring: We
observe the impact of the File
on the virtual environment
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- O Detailed analysis: Identification
of threats and generation of
Indicators
OUTSTANDING FEATURES O Final report: Results of the

analysis and recommendations
to mitigate risks

Controlled and secure
environment: Assessment without
risk to your network or systems

Why choose our service?

Dynamic and detailed analysis:

. . e Proactive detection of sophisticated threats:
Tracl.<||jg the behavior of e Protection against advanced attacks:
SUSPICIOUS Files e Reduction of false positives

e Strengthening of defenses

Evaded threat detection:
ldentification of malware that

escapes other solutions Conta‘




Why choose BASE4 Security?

> Service guarantee
We provide a measure of
security and confidence in
the quality of our
cybersecurity services.

> Backed by globally
renowned talent
Our certified and
award-winning company
culture is chosen by people
of high caliber and technical
recognition.

> Consultative service
We offer customized
solutions to address specific
cybersecurity challenges or
needs.



