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’19 CLOUD SECURITY

We identify and correct cloud
risks to reduce cyber-attacks




DIFFERENTIALS

Utilization and
management

of multiple
market-leading
cloud providers
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Experienced
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Support from our
CyberSoc team
that provides
the PlatfForm
Management
Service (MSS)



. Cloud Architecture

Secure and scalable infrastructures from the ground up. Implement
cloud infrastructures following the highest security standards from the
beginning of each project, we use recommended security frameworks

/

OUTSTANDING FEATURES

Integration of security
Frameworks such as Azure, AWS
and Google Cloud Architecture
Frameworks

Architectures designed to
meet security and regulatory
requirements

Integrated security to
optimize the management and
protection of your resources

PROCESS

Design and implementation
of a secure cloud architecture
based on leading frameworks

nitial configuration with the
best security practices to
prevent threats

Ensured scalability for
continuous growth without
compromising security

Why choose our service?

e Deployment of cloud infrastructures with
robust security standards from the start

e Scalable and efficient implementation to
manage the growth of your business

e Increased resilience to threats by following
the best practices of each cloud provider

Contac‘



= Entra D and OFffice
365 Assessment

Protect your identity in the cloud and on premise. Identify and
mitigate risks that compromise the security of your directory
services, both in the cloud and on-premises environments
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OUTSTANDING FEATURES

Complete security
assessmenton Entra ID
(Azure AD) and Office 365

Review of configurations
and access policies

Updated recommendations
against the latest threats
and risks

PROCESS

Detailed audit of the identity
and access infrastructure

Identification of risks and
vulnerabilities

Report with recommendations
and customized corrective
actions

Why choose our service?

e Protecting the integrity, availability
and confidentiality of your identity
provider

e Mitigation of vulnerabilities and risks
in hybrid environments

e Application of industry best practices
to address emerging threats

Contact Us
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Assessment Cloud

1901
Improve the security and efficiency of your cloud resources. Review
and report misconfigurations in your cloud resources, following
vendor-specific best practices and information security standards
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OUTSTANDING FEATURES

Comprehensive evaluation
of multi-vendor cloud
configurations (AWS, Azure)

ldentification and
prioritization of risks based
on urgency and criticality

Detailed remediation plan
For efficient vulnerability
remediation

PROCESO

Analisis de la configuracion
de recursos en la nube

ldentificacion de
vulnerabilidades y brechas
de sequridad

Entrega de un plande
remediacion categorizado
por nivel de criticidad

Why choose our service?

e Correction of vulnerabilities and incorrect
configurations that could expose your data to
attacks or leaks

e Compliance with data protection and privacy
regulations

e Optimization of resource performance and
availability, minimizing interruptions and
security incidents

Contac‘



= Comprehensive Cloud
Posture Management

Continuous monitoring and protection in the cloud. We perform
continuous security assessments, detecting incorrect configurations
and bad practices that could compromise your resources
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CARACTERISTICAS DESTACADAS

Continuous evaluation of
cloud configurations to
iIdentify and correct risks

Integrated solutions to
manage both security
and compliance

Single platform For
resource managementin
public, private and hybrid
environments

PROCESS

Continuous analysis of the
configuration of your cloud
resources

Real-time vulnerability and
compliance risk detection

Implementation of
Improvements to strengthen
the security posture
dynamically

Why choose our service?

e Comprehensive security posture
management in cloud and hybrid
environments

e Continuous protection of data,
applications, identities and
workloads from a single platform

e Constant monitoring to detect
vulnerabilities and ensure
regulatory compliance

Conta‘



% Hardening Cloud

Strengthens the security of your cloud assets. Improve the security
posture of your cloud resources by applying the latest updates and
protection features to prevent exposure to unauthorized users
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OUTSTANDING FEATURES

Implementation of best
security practices in AWS
& Azure

Constant updating of
security Features to
maintain protection

Proactive review
and adjustment of
configurations to

‘prevent vulnerabilities

PROCESS

Complete review of
your current cloud
asset configurations

Implementation of
updates and security
hardening

Monitoring and
continuous
improvement of
safety posture

Why choose our service?

e Configuration hardening to prevent
unauthorized access and protect
sensitive data

e Continuous improvement of
visibility and management of
resources in the cloud

e Early correction of incorrect
configurations to minimize risks

Contact Us |



Why choose BASE4 Security?

> Service guarantee
We provide a measure of
security and confidence in
the quality of our
cybersecurity services.

> Backed by globally
renowned talent
Our certified and
award-winning company
culture is chosen by people
of high caliber and technical
recognition.

> Consultative service
We offer customized
solutions to address specific
cybersecurity challenges or
needs.



